Password Hashing

If a person wants to gain unauthorised access to a system, the most useful bit of information they
could obtain is the user’s password. Unfortunately there are potentially many ways that this could
happen.

A password may be known by (for example)...

e Guessing — brute force attack

e Deduction —social engineering attack

e Stupidity — bad password choice of telling other people the password
e Shoulder surfing - watching a person type their password

e Intercepting the password between client and server

e Accessing the password by obtaining a copy of the database file

e Accessing the password by breaking in and stealing the entire server
e Accessing the password by bribing an administrator of the system

The Problem of Plain Text Passwords
Whilst some of the above points relate to educating the system users about password security
others relate to storing passwords as plain text.

One really simple example of this is when the user types a password at login.

For example the following design would be problematic as anybody can see the password as it is
typed.

E-Mail Address
|k:aptainkirkl%ﬁ@nutlnnk|
Password

|passwnrd |
Submit

To remove this problem it is typically the case that the password is masked in some way.

For example...

E-Mail Address
| captainkirleSE@nutlnnk|
Password

Submit




The problem also arises as the data is passed from the client browser to the server for processing
(and back from server to client!) Using a tool such as WireShark it is possible to intercept the data in
transit obtaining something like the following...

clgyPHrzmNL3HaNCmKPXwtS IMIv L pwgcQdek2pSVESUD / 14MLrA ) 1TU9 /6L 70K AR 2B 3n5HS Lo/
IQkI1Sx Iy fnludXzwsvh5kPagHsUngdMgwQhAgrN85SxHOPEAd gPXhz Y Nmvi2 FuwlMYQpFeBO38pl
IPZm3b5AoMOrIVIxSEPATcSCEXecVeHowjulbQ35CONP25ngUPDzr7CR2BEGLINZrR2BZASBEh:

63 Pm'-10>E PIE q YA-“[>5 ( (E (uY@ €1 A" JA" 63 Pm'-0>™iPE q Y
cFo)/2:YA-— a:,, [@ [@QE 0@ay MDA" iyyabylll,H;NOTIFY * HTTP/1.1
239.255.255.258:1960
-CONTROL: max-age=68
ION: http://192.168.08.10:5208/Printer.xml

Using a secure connection via HTTPS / SSL it would be possible to encrypt the data in transit making
it harder to read.

Finally once the password arrives at the data layer we also have a problem with plain text
passwords.

If you look in the database for the DVDSwap Shop we can see that the password is being stored as

plain text.
j Users
UserMo - | FirstName - | LastName - EMail + | UserPassword - Administrat - | Add New Field
5 Fred Smith captainkirk1956@outlook.com password
* [New) [l

This renders the system vulnerable to the following attacks...

e Accessing the password by obtaining a copy of the database file
e Accessing the password by breaking in and stealing the entire server
e Accessing the password by bribing an administrator of the system

To get around this issue the password should never be stored as plain text on the server and must be
encrypted in some way typically using a process called hashing.

Password Hashing

A step in the right direction is to encrypt the passwords however the problem here is that there is a
possibility that an encrypted string could be decrypted. A better approach not just with passwords
but other sensitive information e.g. credit card details is to create a hash value.

.NET Cryptography
.NET provides a name-space that handles (amongst other things) hashing of data using
System.Security.Cryptography.

Hashing is different to encrypting because you cannot calculate the original value of the string from
the hash value.

For example



password

might become...
5E884898DA28047151D0OE56F8DC6292773603DOD6AABBDD62A11EF721D1542D8

Rather than storing passwords in plain text or encrypted form we would store the hash value.

When the user enters their password at a later date we take the original password string, recalculate
the hash value and then compare this with the one in the database.

Adding Salt
So far with hashing our passwords there is still the problem of what happens if a brute force
approach is applied to the data?

Once a hacker has access to the database file they simply apply the hashing algorithm to their own
dictionary and eventually deduce the password by comparing results.

(This is not as easy as it sounds since the hacker will have to guess at which hashing algorithm you
used to hash your data. Having said that if they have access to the server they probably also have
access to your code!)

One way to make it harder to do this is to add salt to the hash.

Salt consists of extra data added to the password such that we are not just hashing the password.
For example we could store the password + email address.

This also helps to reduce the problem of two users having the same password.
If the passwords for John and Fred without salt look like this...

John  IKSV2XITzgf7LFJNFUHDkf9f4AWQPZPLnEIY=

Fred  IKSV2XITzgf7LFINFUHDkfOfAWQPZPLNEIY=

We may assume that these two accounts share the same password giving us a clue as to how the
data has been hashed.

Adding salt would change the hash values like so...
John  354rlrk8Jv7729qVOrOp0IXUv7RAsdV
Fred 9Wo0irC6+ylay0CJsLVtWBfbJBSn03j4gzhG

Even though they have the same password, with added salt this is now no longer obvious.

OK - Let’s do this...
The first step of setting this up will be to create a new ASPX page called signup.aspx with an
appropriate HTML form, something like this...



<%@ Page Language="C#" %>
<!DOCTYPE html>

<html xmlns="http://www.w3.org/1999/xhtml" >
<head>
<title»Sign up</title>
</head>
<body>
<hl»Sign Up</hl>
<form method="post" action="%ignUpProcessor.aspx">
E-Mail Address
<br />
{input type="text" name="txtEMail" />
<br />
Password
<br />
<input type="password" name="txtPassword" />
<br />
Confirm Password
<br />
<input type="password" name="txtPasswordConfirm" />
<input type="submit" value="Submit" />
< /form>

</body>
</html>

That gives us part of the presentation layer. The next step is to create the middle layer code.
You will need to create a new class called clsSecurity in the App_Code folder...

4 App_Code
c# clsDataConnection.cs
c# clsDVD.cs
c# clsDVDCollection.cs
c# clsEMail.cs
c# clsSitelnfo.cs
c# clsllzer.cs

Once the class has been created you should have something like this...



UARCARUARCA

J// <summary>
/// Summary description for clsSecurity
J// </summary>

pui.:b-lic class clsSecurity

{
public clsSecurity()
{
/!
J// TODO: Add constructor logic here
!
¥
T

Installing .NET Framework - Cryptography

Now that we have the class we need to instruct it to import the library for Cryptography.

One of the nice things about .NET is that it offers a huge number of off the shelf libraries providing
us with extra functionality so we don’t have to write it.

To add the Cryptography features add an additional “using” instruction to the top of the class like

SO...
Svstem;
System.Collections.Generic;
System.Lling;

":.'.':'I-;""' ! =
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LISZ.LI"Ig System.Security.Cryptography;

Now that we have the library available in the class we need to create two functions.

clsSecurity

+SignUp
-GetHashString

(The + and — symbols indicate the SignUp is a public function whilst GetHashString is private.)

Make sure that you create the functions in the right place in relation to the brackets...



-using System;

using System.Collections.Generic;
using System.Lling;

using System.Web;

using System.Security.Cryptography;

-f// <summary>
/// Summary description for clsSecurity
J// </summary>

-hublic class clsSecurity
{ e
public clsSecurity()
{
'y
S/ TODO: Add constructor logic here
/1
¥
[/create SignUp here
[/create GetHashString here
¥
SignUp

SignUp looks like this...



public string SignUp(string EMail, string Password, string PasswordConfirm)
//public method allowing the user to sign up for an account

{

//var to store any errors
string ErrorMsg="";
//if the two passwords match

if (Password == PasswordConfirm)

1
/fget the hash of the plain text password
string HashPassword = GetHashString(Password);
//add the record to the database
clsDataConnection DB = new clsDataConnection("select * from Users");
DB.NewRecord["EMail"] = EMail;
DB.NewRecord["UserPassword"] = HashPassword;
DB .AddNewRecord();
DB.SaveChanges();

¥
//if the passwords do not match

else

1
//generate an error message
ErrorMsg = "The passwords do not match.";

¥

//return the error message (if there is one)
return ErrorMsg;

So what is going on?
The function accepts three parameters, Email, Password and PasswordConfirmation.

Email contains the new user’s email address, password their password and password confirmation
allows us to check if they have typed their password correctly.

The variable ErrorMsg allows us to record any errors that may come up and return them to flag
problems.

The next thing the function does is check to make sure that password and password confirmation
are the same. If not an error is returned, if everything is OK then the function continues.

//get the hash of the plain text password
string HashPassword = GetHashString(Password);

This line of code makes use of the function GetHashString (We will add that in a moment).

The function accepts a single parameter, in this case Password, it returns the hash string of the
original plain text, in this case

5E884898DA28047151D0OE56F8DC6292773603DOD6AABBDD62A11EF721D1542D8

clsDataConnection DB = new clsDataConnection("select * from Users");
DB.NewRecord[ "EMail"] = EMail;

DB.NewRecord[ "UserPassword"] = HashPassword;

DB.AddNewRecord();

DB.SaveChanges();



This code makes use of this program’s DataConnection to add the new record to the users table. It is
worth pointing out that this data connection works in a different manner to the one that you will be
used to. We shall explore the problems with this design when we look at SQL injection attacks.

GetHashString
GetHashString looks like this...

ﬁ%ivate string GetHashString(string SomeText)

1

if (SomeText != ""}//if there is text to process

1
/fereate an instance of the hash generator
SHA256Managed HashGenerator = new SHAZ256Managed();
ffvar to store the final hash
string HashString;
/farray to store the bytes of the orignal text
byte[] TextBytes;
/farray to store the bytes of the new hash
byte[] HashBytes;
/fconvert the text in the string to an array of bytes
TextBytes = System.Text.Encoding.UTF8.GetBytes(SomeText);
//eenerate the has based on the array of bytes
HashBytes = HashGenerator.ComputeHash(TextBytes);
//generate the hash string replacing blank characters with -
HashString = BitConverter.ToString(HashBytes).Replace("-", "");
return HashString;

X

else //if there is nothing to process

1
/freturn a blank string
return "";

h

¥

The first thing this code does is ask the question is there any data to process...

if (SomeText != "")//if there is text to process

{
If this is the case then it skips all processing and returns a blank string...

else //if there is nothing to process

{

//return a blank string

nn

return K

}

If however there is data to process then it gets on with the job...

It creates an instance of our hash generator from the Cryptography .NET library...

//create an instance of the hash generator
SHA256Managed HashGenerator = new SHA256Managed();



SHA-256 is one of a number of algorithms designed by the National Security Administration (NSA)

https://en.wikipedia.org/wiki/SHA-2

The function converts the string data into a series of bytes...

//convert the text in the string to an array of bytes
TextBytes = System.Text.Encoding.UTF8.GetBytes(SomeText);

It then uses the bytes to calculate the same bytes but this time as a hash...

//generate the has based on the array of bytes
HashBytes = HashGenerator.ComputeHash(TextBytes);

Finally it converts the hashed bytes to a string...

//generate the hash string replacing blank characters with -
HashString = BitConverter.ToString(HashBytes).Replace("-", "");
return HashString;

It is worth noting that you don’t necessarily need to understand how this all works but know that
you have some code now should you ever need to generate a hash value!

Completing the Presentation Layer
To link the presentation layer to the middle layer you will need to create a form processor, in this
case called SignupProcessor.aspx which looks something like this...

SignupProcessoraspx™ R >0 RS NFET NS clsSecurity.cs™ Signup.aspx

<%@ Page Language="C#" #>
< |DOCTYPE html>
<script runat="server">»

protected void Page Load(object sender, Eventfrgs e)
1
[/var to store the email address
string EMail = Request.Form["txtEMail"];
/{var to store the password
string Password = Request.Form["txtPassword"];
//var to store the password confirmation
string PasswordConfirm = Request.Form["txtPasswordConfirm"];
/fecreate an instance of the security class
clsSecurity Sec = new clsSecurity();
/fexecute the sign up method
string Error = Sec.SignUp(EMail, Password, PasswordConfirm);

}

</secript>

At this point place a break point in the form processor and using F10 / F11 make sure that the hash is
being added to the database correctly.


https://en.wikipedia.org/wiki/SHA-2

If all is going to plan you should see something like the following added to the table Users...

[ 3 v
UserMo - | FirstName =~ | LastName - EMail - UserPassword - |Admin
a Fred Smith captainkirk1956@outlook.com password [
7 mjdean@dmu.ac.uk SEBB4398DA28047151D0ES6F3DC6292773603D0D6AABEDDE2A1IEFT21D1542D8 [
#® (New) [

In both cases the password is “password”, but one has the hash applied, the other does not.

Creating the Login Functionality

We now have a rudimentary sign up page; the next thing to do is create the code to make the login

page work.

To do this we will modify clsSecurity to include the following function...

public Login(string EMail, string Password)
{
//convert the plain text password to a hash code
Password = GetHashString(Password);
//find the record matching the users email address and password

clsDataConnection UserAccount = new clsDataConnection("select * from Users where EMail="" + EMail + "' and UserPassword='" + Password + "

//If there is only one record found then return true
if (UserAccount.Count »>= 1)

{
return true;
else //otherwise return false

{

return false;
¥
}

This code takes the password and then generates the hash value overwriting the plain text
password.

//convert the plain text password to a hash code
Password = GetHashString(Password);

Remember also to place the code in the right place with reference to the brackets...

B H



1sing System;

1sing System.Collections.Generic;
sing System.Ling;

1Ising System.Web;

1sing System.Security.Cryptography;

/// <summary>
/// Summary description for clsSecurity
J// </summary>

#refwnsoar

public class clsSecurity

{

public clsSecurity()

{

!
// TODO: Add constructor logic here

I

[/create SignUp here

[/create GetHashString here

This hashed password combined with the user’s email address is used to query the database to see if
there is a record that matches this email password combination. There should only be a single
record found.

//find the record matching the users email address and password
clsDataConnection UserAccount = new clsDataConnection("select * from Users where
EMail="" + EMail + "' and UserPassword='" + Password + "'");

The return value of the function is set depending on if a user with these credentials is found or not...

//If there is only one record found then return true
if (UserAccount.Count >= 1)

{

return true;

else //otherwise return false

{
}

return false;

The class now contains the following functions...

clsSecurity

+SignUp




-GetHashString

+Login

To add this functionality we will need to modify the form processor DefaultProcessor.aspx, like so...

<%@ Page Language="C#" %>

<IDOCTYPE html>

<script runat="server">»
protected void Page Load(object sender, EventArgs e)

{

}

f/create an instance of the security class

clsSecurity Sec = new clsSecurity();

//declare a variable to store the password from the form
string Password;

[/var for email address

string EMail;

[/ /request the contents of the text boxes from the form
PaSSWDrd = Request.Form["txtPassword"];

EMail= Request.Form["txtEmail"];

if (Sec.Login(EMail, Password) == true)

{

Response.Write("Login successful");

}

else

{
Response.Write("Login failed");

<fscript>

Question?
What happens if you try to log in as “captainkirk1956 @outlook.com” using the password

“password”?

Even though you type the correct password at the interface, the login operation should fail.

The problem is that the password for that user is stored in the data base as plain text.

If you copy the password for the user you created above and replace the plain text password with

the hash, both users will now have the same password...

] users
UserNo - | FirstName -~ | LastName - EMail - UserPassword ~ | Administrat - |Add New Field

*

5 Fred
7
(New)

Smith captainkirk1956@outlock.com  5ES84838DA28047151D0ES6FEDC6292773603D0D6AABBDDE2A11EF721D1542D8
mjdean@dmu.ac.uk SE884898DA28047151D0ES6F8DC6292773603DOD6AABBDD62A11EF721D1542D8 ]
|



This will fix the login problem, but it now creates a problem that even with the hash we can see that
these two users have the same password!

Adding Salt

To fix this we need to add salt to the hash string that is generated.

One easy way of doing this is to concatenate the email address with the password to create a more
unique original string.

In clsSecurity modify the code for SignUp like so...

public string SignUp(string EMail, string Password, string PasswordConfirm)
//public method allowing the user to sign up for an account

1

[/fvar to store any errors

string ErrorMsg = "";

f/if the two passwords match

if (Password == PasswordConfirm)

{
//get the hash of the plain text password
string HashPassword = GetHashString(Password + EMail);
/fadd the record to the database
clsDataConnection DB = new clsDataConnection("select * from Users");
DB.NewRecord["EMail"] = EMail;
DB.NewRecord[ "UserPassword™] = HashPassword;
DB . AddNewRecord();
DB.SaveChanges();

}

//if the passwords do not match

else

{
//generate an error message
ErrorMsg = "The passwords do not match.";

¥

//return the error message (if there is one)

return ErrorMsg;

Also we need to make sure the salt is added to the Login function like so...



public Login(string EMail, string Password)

1
//convert the plain text password to a hash code
Password = GetHashString(Password + EMail);
//Tind the record matching the users email address and password
clsDataConnection UserAccount = new clsDataConnection("select * from Users where EMail=
//If there is only one record found then return true
if (UserAccount.Count »>= 1)
1
return true;
else //otherwise return false
1
return false;
b
h

To test this you will need to create another couple of new user accounts via the sign up process
(make sure you remember the passwords)...

1 users
UserNo - FirstName - | LastName - EMail - UserPassword - |Administrat - Add New Field
a Fred Smith captainkirk1956@outlook.com 5EB84898DA28047151D0ES6FBDC6292773603D0D6AABBDD62A11EF721D1542D8
7| mjdean@dmu.ac.uk 5EB84898DA28047151D0ESEF8DC6292773603D0D6AABBDD62A11EF721D1542D8 O
8 somebod@bod.co.uk COC1664CCA90D0FDICEOBAEL035B9199248AD16426301F03A70A4DECCDDD5930 O
9 fred@domain.com 92F45AC854246D5A272B8FDB20B4BF32230D3FF509299AB07BC62C7396BAFBT [}
* (New) [}

In these examples all of the users have the same password of “password”.

The first two have no salt added, so it is obvious they are the same, the second have salt added so it
isn’t possible to know this.

The problem is that having added the salt, the passwords on the first two users are not going to
allow the user to login! You will need to fix this by deleting and re-creating the accounts.

Things to try...

Using the command Response.Redirect, modify the form processors DefautProcessor.aspx and
SignupProcessor.aspx such that they re-direct to an appropriate page.

To give you a clue SignupProcessor.aspx might do the following upon successful sign up...



protected void Page lLoad(object sender, EventiArgs e)
{

//var to store the email address

string EMail = Request.Form["txtEMail"];

/fvar to store the password

string Password = Reguest.Form["txtPassword"];

/fvar to store the password confirmation

string PasswordConfirm = Request.Form["txtPasswordConfirm"];

//create an instance of the security class

clsSecurity Sec = new clsSecurity();

//execute the sign up method

string Error = Sec.SignUp(EMail, Password, PasswordConfirm);

//if there were no errors

if (Error == "")

{
//redirect to sign up success
Response.Redirect("SignUpSuccess.html");

This would redirect to an HTML 5 page that looks like this...

You have been sucessfully signed up to the system

Click here to go back to the main page

Also have a think about what other methods might the security class include?

So far we have...

clsSecurity

+SignUp
-GetHashString
+Login

What other features do security systems off the user? Modify the class design diagram to indicate
what would be appropriate. Clue — what if the user wants to change their password, or they have
forgotten it?



